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AMI BIOS PROGRAMMING USING AFU
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1 Introduction

Some SECO boards and modules are supplied with an AMI UEFI BIOS.

It is possible to access to the Setup Ufility by pressing <ESC> key after System power Up, during the POST
phase; the "Aptio Setup Utility” Menu will appear.

The System BIOS version is shown on “Main” page, in “BIOS Version” item.

In case of new releases, the last one is «always present on SECO  websites.
The BIOS update package will always contain the latest BIOS image file and the programming fools AFU
(AMI Firmware Update); this program is distributed in the following versions:

- AfuEfixé4.efi EFI Shell programming utility

- EtlaAfuOemLnx32 Linux 32-bit programmer

- EtaAfuOemLnxé4 Linux 64-bit programmer

- AFUWIN.EXE Windows 32-bit BIOS programmer
- AFUWINx64.EXE Windows 64-bit BIOS programmer

NOTE: Please be aware that using Linux or Windows BIOS programmer, they must be run with root/admin
privileges.

NOTE: Please be aware that AMD Linux kernel with AMDGPU-Pro driver is not supported by the AFU tool!
Please use a live Linux version and the Linux updater tool, or the EFl updater tool if needed

WARNING: Reprogramming the board's BIOS is a critical operation.

DO NOT reset or turn off the system or remove AC power while BIOS update operation is in progress,
otherwise this may lead to a not working board!

It is also worth noting that the first reboot after reprogramming may be slower due to some other
operation as flash re-initialization or embedded confroller reprogramming, so it is necessary fo wait for the
complete boot with this new bios (Boot to setup menu or to a OS image) before considering the
operation as completed!

WARNING: AFU is a very powerful tool which allows a wide range of operations in addition to BIOS
reprogramming and most of them could not be supported by the platform. SECO cannot be responsible
for any change made to the original BIOS with an improper and undocumented use of this tool.

Please, be aware that any operation rather than reprogramming BIOS as documented in this manual
may lead to a not working board.

WARNING: Only official SECO BIOS are supported for a BIOS update operation; custom homemade
images obtained as example with a dump of the content of a BIOS flash from another system are not
supported and must nof be used! Any attempt to program a different image rather than the ones
available on the SECO website or provided by SECO itself may lead to a not working board!
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2 System BIOS update using EFI Shell

This procedure requires a USB drive formatted to FAT32.

1) Copy the updater tool and the BIOS binary file inside the USB drive

2) Turn on the system for entering in the “Aptio Setup Utility” by pressing the ESC key
3) From the “Save & Exit" page select the Boot Override option “UEFI: Built-in EFI Shell”

4) From the Device mapping table identify the filesystem of the USB drive fs* (it will be marked as a
“Removable HardDisk")

EFI Shell version 2.50 [5.12]
Current running mo

Device mapping table

1 seconds to skip startup.nsh, any o

Example of device mapping table. The USB drive file system is identified as “fs1”

5) Enter in the USB drive file system fs*:
For the example above where USB drive is fs1 the command will be fs1:

6) Move tfo the folder where AFU utility and the firmware file are placed and launch the command:

Where <biosName .xxx> is the name of the new BIOS that must be loaded inside the flash.

7) After the program advises the correctness of operation, the board can be rebooted

ate ROM size with signature... Enable.
. done

. done

. done

. done

. done

] . done

RomHole B .. . done
RomHole <. . done
. done
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3 System BIOS update using Linux

The Linux Flash tool needs gec compiler and Kernel-headers installed in the system: make sure they are

installed in the system, otherwise install them.

For example, in Debian/Ubuntu you can install them with the following
apt install build-essential linux-headers-$(uname -r)

1) Copy the updater tool and the BIOS binary file in a folder of the Linux Disk.
2) Open a Linux Terminal
3) Move to the folder where AFU utility and the firmware file are placed

4) Make the script executable launching the following command:
chmod +x bios_updater_x32.sh for 32-bit versions of Linux
chmod +x bios_updater_xé4.sh for é4-bit versions of Linux
5) Launch the command for the BIOS update (must have root/administrator privileges)
./bios_updater x86 <biosName.xxx> for 32-bif versions of Linux
./bios_updater xé4 <biosName.xxx> for 64-bit versions of Linux

Where <biosName .xxx> is the name of the new BIOS that must be loaded inside the flash.

6) After the program advises the correctness of operation, the board can be rebooted

AMI Firmware Update Utility Manufacture for Secov5.09.04.1503
APL Normal Mode
Copyright (C)2017 American Megatrends Inc. All Rights Reserved.

Reading flash

Secure Flash enabled, recalculate ROM size with signature... Enable.
- FFS checksums ok

Loading capsule to secure memory buffer ... done

Erasing Main Block

Updating Main Block
Verifying Main Block
Erasing NVRAM Block
Updating NVRAM Block
Verifying NVRAM Block
Erasing RomHole Block
Updating RomHole Block
Verifying RomHole Block

Please reboot the system
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4 System BIOS update using Windows

1) Copy the updater tool and the BIOS binary file in a folder of the Windows Disk.
2) Run the "cmd” shell with Administrator privileges

3)Move to the folder where AFU utility and the firmware file are placed and launch the command:
for 32-bit versions of Windows
for 64-bit versions of Windows
Where <biosName.xxx> is the name of the new BIOS that must be loaded inside the flash.

4) After the program advises the correctness of operation, the board can be rebooted

AMI Firmware Update Utility v5.89.84.1583
APL Mormal Mode
ican Megatrends Inc. All Rights Reserved.

Reading flash
Secure F h enabled, recalculate ROM size with signature... Enable.
- FFS ch ok
Loading capsule to secure memory buffer ... done
i in Block done
Main Elo done
done
done
done
done
g done
Updating RomHole Elo done
Verifying RomHole Block done

Please reboot the system
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